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GOVERNMENT EAVESDROPPING

NOW HEAR

THIS

With so much

of modern life
digitalized, we
must maintain

a sense of

privacy from an
overreaching

government.

By RAND PAUL
FOR THE REGISTER

Our government has been
caught red-handed. It was
caught snooping, and now
the American people are
outraged. In response, some
government officials are try-
ing to scare the American
public into submission. They
want you to think that their
complete disregard for our
right to privacy is for our
own good, as if this will pro-
tect us.

I would argue that our
Founding Fathers wrote the
Bill of Rights to protect us,
and our current Adminis-
tration is trampling all over
these protections. This Ad-
ministration and some gov-
ernment officials think that
violating American citizens’
right to privacy is essential
for national security and
that proves just how out of
touch and out of control our
government has become.
People are deeply suspicious
of a government that can
take away their rights and

SEE PAULe PAGE 5

Fix Patriot Act to stop mass spying

By ERWIN CHEMERINSKY

FOR THE REGISTER

The Obama adminis-

gress must review the law
that makes this possible.

The Guardian newspaper

revealed this month that

tration’s defense of the mas-

sive interception of elec-

tronic information from in-

nocent Americans misses
the point: It is wrong for the
government to spy on peo-
ple when there is no suspi-
cion that they have done
anything wrong. The Obama
administration’s position is
that the government can
keep track of whom anyone
is calling, for how long they
talk and from where. This
simply cannot be right in a
nation that believes in priva-
cy and freedom, and Con-

there is no reason to believe
that this demand is limited
to Verizon. Even Rep. James
Sensenbrenner, R-Wis., one

‘ Above all, the Fourth Amendment was
meant to prevent the practice of ‘general
warrants,’ where a whole community

of people could be searched.”

that FBI and the National
Security Agency used au-
thority under the Patriot
Act to obtain a secret war-
rant to compel Verizon to
turn over data on every call
that went through its sys-
tem. Apparently, this has
been going on for years, and

of the co-sponsors in 2001 of
the Patriot Act, declared
that “[s]eizing phone re-
cords of millions of innocent
people is excessive and un-
American.”

In response to expres-
sions of outrage from both
sides of the political aisle,

the Obama administration
has tried to defend this ea-
vesdropping. The initial re-
sponse was that the practice
has prevented terrorist acts.
Obviously, without more in-
formation than is publicly
available, it is not possible
to confirm or refute this as-
sertion. Nor is there any in-
dication that these terrorist
acts could not have been
stopped with traditional law
enforcement methods.

More importantly, there is
no stopping point to this as-
sertion of national security.
The government undoubt-
edly could better stop ter-
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How trusting should we be?

Many
Americans
who pay at-
tention to pol-
itics believe
the nation’s
great ideolog-
ical chasm
separates
“red state”
Republicans
and “blue
state” Demo-
crats. While the nation’s two
major parties have their dif-
ferences, the real divide is,
and always has been, between
Americans who reflexively
trust the authorities and those
who recognize that their own
government can pose the
gravest threat to their liber-
ties.

STEVEN
GREENHUT

Revelations from a whistle-

blower about two National Se-

curity Agency programs that

gather the phone and comput-

er records of Americans in a
fishing expedition designed to
find links to terrorists has
jump-started this debate. As
the Associated Press report-
ed, this has “reinvigorat-

ed an odd-couple politi-

cal alliance of the far

left and right. A num-

ber of Democratic civil-
liberties activists, along
with libertarian-leaning

Senate Minority
Leader Mitch
McConnell.
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Republicans, say the govern-
ment actions are too broad
and don’t adequately protect
citizens’ privacy.”

The most vocal spokesman
for this group, Republican
Sen. Rand Paul of Kentucky,
recently said, “Get a warrant,

and go after a terrorist, or
a murderer or a rapist.
But don’t troll
through a billion
phone records every
day. That is unconsti-
tutional.” That conclu-
sion seems obvious,
but not many
other politi-
cal leaders
are joining
with Paul.
Since the
story broke,

His column
appears today
on Page 4
JOEL
KOTKIN

the establishment has been
telling the public that the gov-
ernment is not violating any-
one’s privacy. They tell us the
program has “safeguards.”
The NSA chief and others
claim the surveillance has
foiled terror plots. Yet, we al-
ready see the unraveling of of-
ficial claims about this and
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Digital
superstate
useless when
it matters

Every time I go on
his show, my radio pal
Hugh Hewitt asks me
why congressional Re-
publicans aren’t doing
more to insist that the
GOP suicide note
known as “the im-
migration deal” in-
clude a requirement
for a border fence. I
don’t like to tell Hugh
that, if they ever get around to build-
ing the fence, it won’t be to keep the
foreigners out but to keep you guys in.

I jest, but only very slightly, and on-
ly because the government doesn’t
build much of anything these days -
except for that vast complex five times
the size of the Capitol the National Se-
curity Agency is throwing up in Utah
to house everybody’s data on every-
thing everyone’s ever done with any-
one ever.

A few weeks after 9/11, when gov-
ernment was hastily retooling its
1970s hijacking procedures for the
new century, I wrote a column for the
National Post of Canada and various
other publications that, if you're so in-
terested, is preserved in my anthology
“The Face Of The Tiger.” It began by
noting the observation of President
Bush’s Transportation Secretary, Nor-
man Mineta, that if “a 70-year-old
white woman from Vero Beach, Flor-
ida” and “a Muslim young man” were
in line to board a flight, he hoped
there would be no difference in the
scrutiny to which each would be sub-
jected.

The TSA was then barely a twinkle
in Norm’s eye, and in that long ago
primitive era it would have seemed ab-
surd to people that, one day, in Amer-
ica it would be entirely routine for
wheelchair-bound nonagenarians to
remove leg braces before boarding a
plane or for kindergartners to stand
patiently as three middle-age latex-
gloved officials poke around their gen-
itals. Back then, the idea that everybo-
dy is a suspect still seemed slightly
crazy. As I wrote in my column, “I'd
love to see Norm get his own cop
show:

“Capt. Mineta, the witness says the
serial rapist’s about 5’10” with a thin
mustache and a scar down his right
cheek.’

“Okay, Sergeant, I want you to pull
everyone in.’

“Pardon me?’

“Kveryone. Men, women, children.
We'll start in the Bronx and work our
way through to Staten Island. What
matters here is that we not appear to
be looking for people who appear to
look like the appearance of the people
we're looking for. There are 8 million
stories in the Naked City, and I want
to hear all of them.””

A decade on, it would be asking too
much for the new Norm to be confined
to the airport terminal. There are 300
million stories in the Naked Republic,
and the NSA hears all of them, 24/7.
Even in the wake of a four-figure
death toll, with the burial pit still
smoking, the formal, visible state
could not be honest about the very
particular threat it faced, and so, in

MARK
STEYN
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Former Transportation Secretary Nor-
man Mineta is shown in 2011.

You can find us on the Web at:
www.ocregister.com/opinion
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the shadows, the unseen state

grew remorselessly, the blades
of the harvester whirring end-
lessly but, don’t worry, only for
“metadata.”

As I wrote in National Review
in November 2001, “The bigger
you make the government, the
more you entrust to it, the more
powers you give it to nose
around the citizenry’s bank ac-
counts, and phone calls, and
emails, and favorite Internet
porn sites, the more you’ll en-
feeble it with the siren song of
the soft target. The Mounties
will no longer get their man,
they’ll get you, instead. Frankly,
it’s a lot easier.”

As the IRS scandal reminds
us, you have to have a touchingly
naive view of government to be-
lieve that the 99.9999 percent of
“metadata” entirely irrelevant to
terrorism will not be put to
some use, sooner or later.

Along the way, alas, Secretary
Mineta’s dream of a world in
which “a 70-year-old white wom-
an from Vero Beach” and “a

PAUL: Time to take a stand

Muslim young man” are subject
to equal scrutiny has not come
to pass. The Vero Beach grand-
ma gets a lot more attention
than the guy from the Yemeni
madrassah, especially if she’s
made the mistake of attending a
Tea Party meeting or two.

The other day, the Boston
Globe ran a story on how the
city’s police and other agencies
had spent months planning a big
training exercise for last week-
end involving terrorists planting
bombs hidden in backpacks left
downtown. Unfortunately, the
Boston Marathon bombers pre-
empted them, and turned the
cops’ hypothetical scenario into
bloody reality.

What a freaky coincidence,
eh? But it’s the differences be-
tween the simulation and the ac-
tual event that are revealing. In
humdrum reality, the Boston
bombers were Chechen Muslim
brothers with ties to incendiary
imams and jihadist groups in
Dagestan.

In the far more exciting Bos-
ton Police fantasy, the bombers
were a group of right-wing mili-

tia men called “Free America Ci-
tizens,” a name so suspicious
that it can only have been leaked
to them by the IRS. What fun
the law enforcement community
in Massachusetts had embroi-
dering their hypothetical scena-
rio: The “Free America Citi-
zens” terrorists even had their
own little logo - a skull’s head
with an Uncle Sam hat. Ooh,
scary! Meanwhile, back in the
real world, Tamerlan Tsarnaev
was training in Dagestan, post-
ing terrorist videos on YouTube,
and getting fingered by the Rus-
sians to the FBI. Who did noth-
ing.

If you had the misfortune to
be blown up by the Tsarnaev
brothers, and are now facing a
future with one leg and suddenly
circumscribed goals, like those
brave Americans featured on
the cover of the current People
magazine under the headline
“Boston Tough,” you might wish
Boston had been a little tougher
on Tamerlan and spent less time
chasing the phantoms of “Free
America Citizens.” But, in fact, it
would have been extremely diffi-

cult to track the Tsarnaevs at,
say, the mosque they attended.

Your Granny’s phone calls,
your teenager’s Flickr stream,
your Telecharge tickets for two
on the aisle at “Mamma Mia!”
for your wife’s birthday, and the
MasterCard bill for dinner with
your mistress three days later
are all fair game, but, since Oc-
tober 2011, mosques have been
off-limits to the security state.

If the FBI guy who got the tip-
off from Moscow about young
Tamerlan had been sufficiently
intrigued to want to visit the
Boston mosque where he is said
to have made pro-terrorism
statements during worship, the
agent would have been unable to
do so without seeking approval
from something called the Sensi-
tive Operations Review Commit-
tee high up in Eric Holder’s De-
partment of Justice. The Sensi-
tive Operations Review Commit-
tee is so sensitive nobody knows
who’s on it. You might get ap-
proved, or you might get sen-
tenced to extra sensitivity train-
ing for the next three months.
Even after the bombing, the

cops didn’t set foot in the lads’
mosque for four days.

Three hundred million Ameri-
cans are standing naked in the
NSA digital scanner, but the all-
seeing security state has agreed
that not just their womenfolk,
but Islam itself, can be fully
veiled from head to toe.

We’re told that universal sur-
veillance has prevented all kinds
of atrocities we can never hear
about — an answer straight out
of Orwell. Yet, oddly, in the ones
we do hear about, the bad guys
are hiding in plain sight (Maj.
Hasan with “Soldier of Allah” on
his business card), the intelli-
gence services do nothing (the
Pantybomber known to the CIA
but still permitted to board the
plane), and the digital super-
state is useless (the Tsarnaev
photo rang no bells with the fa-
cial-recognition software, but
was identified by friends who
saw it on TV).

And thus, the bozo leviathan
blunders on. Big Politically Cor-
rect Brother sees everything ...
and nothing.
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they are even more suspicious when these
acts are done in secret.

Some politicians have criticized me and
falsely claimed that I do not believe in na-
tional security protections of any kind.
Let me be clear, I support surveillance
when national security agencies suspect
domestic or international terrorist activ-
ities, but invading the privacy of every in-
dividual who uses a cell phone or the In-
ternet is unnecessary and illegal.

Our government is monitoring personal
interactions and billions of phone calls a
day without a warrant or probable cause.
Our government shouldn’t have unlimited
reign to spy on its citizens.

President Obama describes this sur-
veillance as “modest encroachments on
privacy.” This doesn’t sound to me like a
modest invasion of privacy, but rather an
astounding assault on our Constitution.

So, in light of this, I introduced the
Fourth Amendment Restoration Act of
2013. The purpose of the bill is in its name
- to restore what has been taken from us
- our right to personal privacy.

There is always a balance between se-

curity and liberty and the American tra-
dition has long been to err on the side of
liberty. America’s founders feared a gov-
ernment powerful enough to commit un-
reasonable searches and seizures and
crafted a Constitution designed to protect
citizens’ privacy.

Under this administration, the Internal
Revenue Service has targeted political
dissidents, the Justice Department has
seized reporters’ phone records, and now
we’ve learned the NSA seized an unlimit-
ed amount of Verizon’s client data. Just
when you think it can’t get any worse un-
der this president, it does. These over-
reaching acts are unacceptable under any
president, whether Democrat or Repub-
lican.

Over the past 30 to 40 years, our gov-
ernment has decided that, once we give
our records to our bank or our credit
card company, that they’re no longer pri-
vate. I disagree vehemently with that. In
today’s world, so much of our life is dig-
italized, and we must maintain a sense of
privacy from an overreaching govern-
ment.

I do not think this is what Verizon cus-
tomers had in mind when they signed up
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Sen. Rand Paul, R-Ky., announces legal action against government surveillance and the
National Security Agency’s overreach of power, Thursday, June 13, at the Capitol Hill

Club in Washington, D.C.

for the “shared plan,” and I want these
customers to join me in filing a class-
action lawsuit against the NSA. I'm ask-
ing all of the Internet providers, all of the
phone companies and their customers to
join me in protecting our rights to priva-
cy. If we get 10 million Americans saying
we don’t want our phone records looked
at, then maybe we could change the way

Washington is working. This adminis-
tration has consistently violated our Con-
stitution, and it is time we take a stand. I
encourage all Americans to stand with
me in this fight to protect our constitu-
tional right to privacy.

Rand Paul is a Republican U.S. senator
from Kentucky.
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rorist attacks if it could search any per-
son or any home anytime police wanted.
Allowing the government to listen to ev-
ery conversation or read every email also
would prevent terrorist attacks.

But that would be clearly unconstitu-
tional. Above all, the Fourth Amendment
to the Constitution was meant to prevent
the practice in England of “general war-
rants,” where a whole community of peo-
ple could be searched. The framers of
the Constitution knew that this would
prevent and solve crimes, but that was
not enough to justify the infringement of
privacy.

For more than 200 years, the law has
required that the government can in-
fringe a person’s privacy, such as with a
search or electronic eavesdropping, only
if there is individualized suspicion. This

requires that there be reasonable
grounds for believing that the person has
violated the law or has evidence of vio-
lation of the law. It is true that, at times,
this is an obstacle to law enforcement,
but the alternative is truly a police state
where any individual can be subjected to
police searches and eavesdropping at
any time.

At a press conference June 7, Presi-
dent Obama emphasized a different de-
fense: The government wasn’t actually
listening to any conversations, it was just
monitoring the numbers called, the
length of the conversations and the loca-
tion of the callers. But this rationale min-
imizes the loss of privacy when the gov-
ernment engages in such eavesdropping.
Knowing who called suicide prevention
lines or HIV hot lines or divorce lawyers
can reveal a great deal about a person
that he or she wants to keep secret.

For almost 50 years, the Supreme
Court has said that the Constitution pro-
tects our “reasonable expectations of pri-
vacy.” Shouldn’t people be able to as-
sume that their communications are not
being monitored by the government, at
least until they are suspected of wrong-
doing?

The Obama administration also has re-
peatedly claimed that it briefed Congress
about what it was doing. Again, it is un-
clear who was briefed, when they were
informed, and what they were told. But
even if Congress was fully informed, and
quotes from many members of Congress
indicate that it wasn’t, that does not ex-
cuse the massive invasion of privacy.
Loss of our freedom is not made more
excusable by congressional inaction in
the face of executive abuses.

A final line of defense by the Obama
administration has been that its actions

were legal. A federal judge apparently is-
sued a secret warrant under the terms
of the Patriot Act. The Supreme Court
has held that just monitoring the num-
bers called is not a search within the
meaning of the Fourth Amendment. But
the fact that the administration’s actions
are legal does not mean that they are
right.

Congress should amend the Patriot
Act to limit electronic surveillance to
people who are reasonably suspected of
a crime or of having evidence of a crime.
No longer should general warrants of
the exact type the framers condemned
be allowed. The actions of the Obama
administration may have been legal, but
they are wrong, and Congress should
change the law to make them illegal.

Erwin Chemerinsky is dean
of the UC Irvine School of Law.

GREENHUT: Power and secrecy a recipe for abuse
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other scandals. The only real institutional
restraint on the spying is supposed to
come from a secret court, which almost
always approves the government’s re-
quests. Americans have reason to worry.

“Given the scope of these programs, it’s
understandable that many would be con-
cerned about issues related to privacy,”
Republican Sen. Mitch McConnell of Ken-
tucky, the Senate minority leader, said
about whistle-blower Edward Snowden.
“But what’s difficult to understand is the
motivation of somebody who intentionally
would seek to warn the nation’s enemies
of lawful programs created to protect the
American people. And I hope that he is
prosecuted to the fullest extent of the
law.”

McConnell has been feigning concern
about abuses of federal power while tak-
ing shots at Snowden. But Democrats
have been no better. President Obama has
mocked concerns about privacy, while
Senate Majority Leader Harry Reid has
said, “Everyone should just calm down

and understand that this isn’t anything
that is brand new.”

I can hear Reid, during the American
Revolution: “Calm down. British troops
have been engaging in unreasonable
searches for years, so what’s the big
deal?”

There always will be some threat that’s
used to justify government’s demand for
more power. But when that government
operates in secrecy, how is the public sup-
posed to make sure officials don’t abuse
their authority? Defenders of uncon-
trolled federal snooping depict as traitors
anyone who exposes what is going on, but
that’s the only way for us to learn the de-
tails when the government overreaches.
At least we can see firsthand the kind of
mindset that, in other times and other
places, has allowed despotic regimes to
fester.

Many Americans embrace the notion of
“If you haven’t done anything wrong, you
have nothing to fear.” But it keeps getting
easier to “do something wrong” when one
considers all the regulatory rules that
govern most every aspect of our lives.

Even these naive souls ought to wonder
about the next program that Big Brother
might enact to make it easier to fight ene-
mies.

U.S. citizens are supposed to have nat-
ural rights that are inalienable - i.e., that
government cannot trample upon. Yet
now we are all subject to whatever a bu-
reaucrat in a federal agency decides, and
anything we say or write on our computer
can be subject to monitoring. We are sup-
posed to just trust them. Revealing de-
tails of a program that should have been
always publicly disclosed, apparently, is
an act of treason. That same government,
by the way, claims the right to use a
drone to kill anyone it determines to be
an enemy of the nation. At what point
does this echo a dystopian movie?

I've reported on government at the lo-
cal and state level and have seen first-
hand that agencies tend to grab as much
power as they can. The most secretive
agencies often turn out to be the ones rife
with abuse, and those agencies often cov-
er up the misdeeds of their agents. People
often are drawn to power for less-than-

noble reasons. That’s the nature of hu-
manity and of government, although such
lessons - at the core of the nation’s found-
ing - seem lost on the likes of McConnell
and Obama.

As Fox News analyst Andrew Napol-
itano wrote for Reason, “The modern-day
British soldiers - our federal agents - are
not going from house to house; they are
going from phone to phone and from
computer to computer, enabling them to
penetrate every aspect of our lives. If any-
thing violates the lessons of our history,
the essence of our values and the letter of
the Constitution, it is this.”

That coalition of Left and Right needs
to expand rapidly, or else this program
will just be a stepping stone to another
bigger and more effective governmental
intrusion designed to “protect” us from
terrorists while destroying our liberties in
the process.

Steven Greenhut is vice president of journal-
ism at the Franklin Center for Government
and Public Integrity. Write to him at
steven.greenhut@franklincenterhq.org.
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